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Fehnnry , 1999

OVERVIEW

GOVERNMENT OF GUAM: YEAR 2000 COMPUTER
COMPLIANCE ASSESSMENT

SUMMARY

The Office of the Public Auditor conducted an assessment of all three branches ol the
wovernment  The main objective of this assessment is to make the people of Guam be
aware of the Y2K issues and that they comply in addressing the problems of Y2IK
through ouwr recommendations.

Our scope covered the critical systems (e hospital, utilittes) (o transportation (travel,
aviation and safety) on to finance departments, and others institutions and included the
Legislative and Judicial branches of the government. The assessment results disclosed
that progress imay be overly optimistic and several coneerns remain unaddressed. These
concerns were lack of centralized gwdance, contingency plans. and inadequate tunds to
replace equipment or fix seftware or 1o validale comective actions claimed by apencics or
vendors.

The overall results disclosed that departments and agencies are either Y2K compliant or
are just starting to address the problem We have ten months 1o fix our problems, and that
is not cnough time 1o fully complete corrections. Assessment needs e continue.
Managers need to realize that Y2K is an organization problem and cannot be left to the
information Technology personnel. Every employee needs to be aware of the problems
he or she may encounter in their work or personal hife and make comingency plans for
possible tailure of computers, and any equipment that has vinbedded computer chips (i.c.
trafTic lights, elevators, vehicles). However, we can note that contingency plans are being
developed. Despite its late start and the limited time left. the government is beginning 1o
address the Y2K problems.  Fxecutive Order Na 98-31 created a Year 2000 Council
which is the lead oruanization to assist. develup and itplement programs and plans and
to prioritize the Government of Guam's responscs, 10 cooperation with the private sector.



GOVERNMENT OF GUAM: YEAR 2000
COMPUTER COMPLIANCE ASSESSMENT

INTRODUCTION

In the past clectronic computers were not 4 necessity in Guam  They were working tools
for companies that could aftord them. Gradually, their importance increased,

Today. computers play a major role in our daily lives We use them for business
purposes, personal home usaze, electrome games, medical use, telecommunications,
finance. aviation, and many other areas [or the sole purpose of making hte easier. Guam
{aces a tremendous challenge as it prepares its computer systems for the Year 2000
problem because of our greater dependence upon computers

DEFINITION

The Year 2000 Computing Problem presents itself in Guam in many various ways The
definition of Year 2000 Bug {also known as the Y2ZK or millennium bug) 1s a severe
threat, which has the potential (o confuse a high percentare of computers, computer
systems, and machines that depend on a computer chip. When the year 2000 aimives.
millions of computers and computer chips will believe, to operate and operate under the
assuption that, it iy actually the year 1900. This may cause computers, computer
systems, and machines to miscalculate information, matfunction or shut down altogether.
To further complicate the situation, many systems may pot be able to recognize that the
vear 2000 15 a leap year

HISTORY

The Year 2000 Computing Problem came about years aga, when programiners were very
conscions of memory space due to its hmitations and extreme cost to expand (in 1970,

I MB cost over $3 miltion) Programmers decided 1o store the vear value in two digits
instead of four {e g 1974 would be stored as 74). At the time, the decision saved millions
of dollars: however . as the new millenium approaches, this simple probleny will contuse
millions of computer systems, with vared results.

MEANING AND IMPACT

The meaning and the impact would mterpret that a data mismateh can exist in any level
of hardware or software such as micro-codes, application programs, files, databases, etc
In the first quarter of the year 2000, a company may not be able to properly process its
1999 end-ef-vear billing or end-of-vear payroll, which would lead w a number ot
problems. Corporate credit card holders may be refused most transactions because iheir



accounts would appear delinquent. The 1999 year-end profits may not be calculated
propetly. Ulility companies may cut oft services to homes and businesses due 1o apparent
late bill payments. All of these represent general scenarios ol what could happen.

PROBLEM OVERVIEW

The ¥ 2K bug will affect every kind of information system sofiware such as applications,
operating systems, wtilities and databases. Jt will also attect software running on most
hardware plattornis trom PC’s to mainframes. Computer hardware 15 also aftected by the
Y 2K problem 1 a form of a built-in-clock. Y2ZK problems must be dealt with
immediately (o avoid devastating effect on virtually every business. Compliance criteria
are key concepts that will guide Y2K conversion efforts. Compliance should be a balance
between low risks and low cost, and measured apainst the following main objectives:

Objective 1.

We must ehminate the YZK risk Elimination should be based on & business viewpoint of
whart 15 imporiant to correct relative (o the different event honizons tor tailures

Objective 2.

We must maintain current operattons. An organization’s operations should continue
without interruption during the changes to ensure that they have a minimum cftect on
productivity

Objective 3.
We must minimize conversion cost and resources that are diected at the Y2k eflort

Y2IK RAMIFICATIONS

The ¥ 2K bug is a formidable problem with a fixed deadline, which cannot be
circumyented. In 11s basic structure, the problem 1s simple. however, the sheer magnitude
of the underlying problem makes it difticult to solve. All software on all sizes of
hardware platforms is affected. Some ol today s software 15 still not YZK compliant,
whicl means that older applications are only part ot the problem. L.egal risk control
should be a central component of Y2K solutions, as a department or ageney “s [ailure

1o focus on related lesal issues may cost the company more than just fixing the problem.
The basis for lawsuils may include breach of warranty or representation, [raud. actions
under consumer protection laws, and suits for managerial negligence. Dozens of lawsuits
have alreadwy been filed in U.S. Courts mostly focusing on who will pay for Y2K repairs
and the damages resulting trom Y2K tailures.
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FINANCIAL IMPACT

The Onancial effect ot the Y 2K is impossible to accurately assess, but 1t {alls into three
major catepories. They are the following.

1. The cost of estimating, fixing, and testing the problem
2. The cost of litigation for damages that result from not finding the problem.
3. The cost of failed operations that resubts from inadequate testing,

The cost of fixing the probiem has been estimated at being between $200 to $300
billion in North America and as high as 3600 billion worldwide Litigatton costs are
estimated to be as high as S1 trilion. Damages may include lost cost, products,
custemers. time and opportunity (for more information, please check website address

wiww Y2k gov).
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GUANMN'S AWARENESS OF YEAR 2000 COMPLIANCE

GOVERNOR'S MEMORANDUM — “¥Y2K PROBLEM"

The Government of Guam first addressed Y2K in May of 1998 when Governor Carl 1.C.
Gutierrez issied a4 memorandum on Year 2000 Compliance. The memorandum stated that
Bureau of Information Technology (B1T) would do a government wide survey
assessment  Response to the sutvey was poor, and no summary report was 1ssued. The
May memorandum also mentions the creation of'a Y2K task force. The task torce’s
responsibifity was to test. make corrections and certify cach hardware and software
svstent in the ageney Interestingly. & Government of Guam Y2K Web stie was 1o be
created inorder to assist departments and agencies. However, the web site as of vet has
not been established, The memorandum also states that BIT would provide assistance to
agencies and arraneing training o the information personnel  This also has not occurred.
Finally agencies were to coordinate Y2K repair estimates to the Bureau of Budget and
Managemenr Research to include expenses in the Fiscal Year 1999 budgets. We do not
believe Y2K budget requests have been commumcated to the Legislature in any
courdinated, focused manner.

EXECUTIVE ORDER NO, 98-3]

Ixecutive Orcher No 98-31: “Guant’s Awareness of Year 2000 Complhiance.” and was
promuleated by Governor Carl T.C. Gutierrez on December 4, 1998 Its stated purpose is
1o create a year 2000 Couneil (Council) and to designate the Council as the tead
otgatization to assess potential threats, to develop and implement programs and plans
and 1o prroritize the Government of Guam’s responses, in cooperation with the private
sector, to the Year 2000 problems, (see the attached Executive Order at Lxhibit B). Y2K
council members have been appointed and have met once. Subcommittee members were
appointed February 53, 1999 but have not vet megt

GENERAL ACCOUNTING OFFICE (GAQ)
/FEDERAL GUIDELINES

In addressing the standard for assessment, the Otfice of the Public Auditor {OPA) used
the General Accounting Office and Federal Guidelines relating to Y 2K issues The main
objcctive of the standard is to assure that the Government ot Goam’s departments and
agencies are Year 2000 Compliant. Secondly, the departments and agencies must provide
reasonable assurance that their systems will function correctly after January 1, 2000 It
involves the Generic Test Scenarios which 1s the rellover to January 2000 It imvolves
Business Specific Test Scenarios on whether businesses can operate on the first day of
the vear of 20000 Finallyv. from a technical standpoint. the System Specific Test Scenarios
arc used to validate extended semantics such as the date 9/9/99 meaning “does not
expire.” GAQ emphasized that all Y2ZK test must have a framework for disciplined as
well as structured testing procedures. It consists of five levels of testing activity with
continuous management oversight and control They are awareness, assessment,



renovation, validation and imnplementation. (for more information, please check website

ASSESSMENT

In order to gain a more thorough understanding of the Year 2000 problem and the steps
that the Government of Guam 1s taking, OPA has taken a role in addressing the Year
2000 issues. Governor Guilerrez was nofified on November 12, 1998 that an assessment
was to be conducted by our office In December of 1998, Mr. Al Lrguiza began a
government wide assessment through the use of management interviews, telephonc
comnmumcation, and direct interviews with Management Information Systems personnel
dealing with Y2K This included a review ot applicable laws, regulations and other
background informaticn pertaining to how government agencies and departments have
addressed the Year 2000 1ssucs They are cateporized as follows'

L CRITICAL SYSTEMS

II. EMERGENCY SYSTEMS

IIL.  TRANSPORTATION

IV. FINANCE

V. MILITARY INSTITUTTONS

VI EDUCATIONAL INSTITUTIONS

YIL LEGISLATURE

VIII. JUDICIARY

IX. STATISTI(S

Departments and agencies contacts responded verbally for the most pan Where an
immediale response to our questions could not be given, time was allowed tor research to

be done and written responses to be prepared. The last response was received on
February 10, 1999

)



I. CRITICAL SYSTEMS

The Critical Systems are perhaps the most important systems of all because they deal
with the life support environment It is structured to the well bemg of preserving human
life expectancy The government departments and agencies that were addressed were the
following:

1. Guam Memorial Hospital Anthority {(GMHA)

The GMHA is organized into Lwo separate computer divisions, adnunistration and Bio-
Medical (life support) systems. The Bio-Medical (Lifc Support ) Seivices Division, is the
most critical of the two as it reoulates and monitors all lite support systems throughout
the Hospital’s facility  As ol January 20, 1999, our preliminary assessment of these
systems disclosed that 95% ol ali the Bio-Medical equipment are Year 2000 compliant.
The remaining 5% are expected be compliant by the cad ol July 1999,

The critical areas that the Administrative [Division must identufy and update for YZK
compliance are its client history files, billing and payroil systems In addressing these
administrative areas. GMIIA has engaged the contractual services of an outside vendor
who not only must determine whether the svstemis currently being used are YZK
compliant, but must also fix, update and certily that all systems are in compliance and
meet federal requirements. As of January 1999, 70% of all the Information Systems
ardware. sottware, operating systems, applications, data and interfaces with external
and external systems are Year 2000 ready. The remaining 30% are expected to be
compliant by May of 1999, In the event that GMHA’s Admimistranve Division does not
meet the prescribed deadline. the Hospital will adopt and implement its contingency plan.
Basicallv. the Hospital will perform all administrative services manually tor a certamn
period, during which all efforts will be cmployed to enable the Hospital's computer
system 1o meet its Y2K certification {see the attached memo at Txhibit C)

2. Department of Public Health & Social Services (DPHHS)

Like GMHA. DPPHS also addresses the human health environment, Of all the divisions
evaluated. the Public Welfare division was found not to be Y2K compliant as 1 s
currently undergoing renovation until March 1, 1999 DPHHS s required to be YZK
compliant before October of 1999 under U.S. Department of Health and Human Services
based upon the guidetines from the General Accounting Otfice,

DPIHS's criticat issue in addressing the Y2ZK certification requirement is the funding
that is needed. Management of DPHHS Is of the opinion that it monies are not atlocated
in the amount required, then the whole entire DPHLIS s operation with be erippled. This
would include DPHHS satellite etfices in both the Northern and Southern Region ot
Guant DPHHS estimates that $ 3.381,000 is required 10 cnable DIPHHS to comply with
Y 2K (for more information on GAO guidelines, please visit website address

. el .
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3. {Guam Waterworks Authority (GWA)

Based on an interview and comments submitted by the Assistant General Manager of
WA, the department does not anticipate being Y2K comphant until October 31, 1999,
GWA began addressing its Y2ZK certification issues 18 months agn. Despite not beiny
Y2K Compliant, GWA has a well supported backup system. Water Wells are GWA’s
main concern zrea. As stated by the assistant General Manager, these water wells run
manual operation and do not operate through a computer chip. The department is
contident in addressing all the concerns {if any} since a similar incident, where operations
were completely manual, had occurred back tn 1995 (see the attached memo at Exhibit
Dy

4, Guam Power Auathority {GPA)

Flectricity plays a critical role in our daily lives, We arc dependent on it to run our lights,
appliances and computer equipment. Without electricity. a majonty of all our systems
would simply shut down unless a generator is used for backup. For this reason, the Guam
Power Authority is Histed as one of the critical systems for conpliance.

Based upon ouwr interview with the Computer Services Manager. GPA's computer
division 15 segregated into two scetors. They are the administrative services section and
the engincering/ power plant division. The administrative service section, which nuns the
payroll and the billing program, have been addressed by GGPA and mcect the Y2K
certification requirements. Their contingency plan, should it be employed, will b to run
all serviges manually while addressing the computer problems until it s Y2K compliant.

The engineering/power plant computer division is being addressed by GPA management.
In this division, the Tangission Power plant is being privately managed by an outside
company, Hawaiian Electric The other power plants are locally run by (GPA As of
February 1999, a disclosure was made that GPA 15 currently secking assislange in
evaluation, testing, and certification of the (eneration and Transmission/Distribution
areas. Their projected date of contractual agreement is March of 1999 (sce the attached
memo at Fxhibit E).

5. Guam Telephone Authority {GTA)

{Communications 1s also another major part of the crtical systems assessment. Arcas such
as the GMHA and other emergency systems all depend on communicating as a life saving
mechanism.  According to the Data Processing Manager of GTA, all financial systems
employed by the department are Y2K compliant. The AS400 computer systetns are
anticipated o be compliant by September of 1999, however, the 911 emergency system 1s
currently being addressed by GTA, GPD, GFD and Civil Defense As of Febrary 10,



1999 GTA as not provided the status of the compliance of the computer systems that
operate the phone systems. GTA expects to be fully compliant by September 1999
{sec the atiached memo at Fxhibit F).

1. EMERGENCY SYSTEMS

Tins area basically addresses the 911 telephone emergency holline system.  The
departments involved include Civil Defense, Guam Fire Department and the Guam Police
Department.

1. Civil Delense

Civil Defense plays a critical role in our lives as they provide crucial life saving
information pertaining to natural disasters, or any man made destruction by alering the
people of Guam on the need for safely and caution. Civil Defense has been addressing the
Y2K issues that atlect their systems. They recently pertormed an nvemtory of all
electronic systems employing the (ieneral Accounting Office website tor their source
refercnce materials. This website was also used to valdate their clectronic systems.
IPresently, the 911 system is being upgraded in order to be compliant  Its scheduled
completion date is set for August of 1999 {see the attached status repon a1 Exhibit G,

2. Guam Fire Department (GTD)

As with Civil Defense, the GIFDYs 911 emergency line is also currently being addressed
Both systems are operated by the same systems manager. GFD’s 911 system is non-Y2K
compliant. The GFD's Integrated Lmergency Communications Systems such as Smartnet
Group, Global Positioning Svstem and ihe local Geographical Information System are
also being addressed, however, no specific timetrame for completion was 1dentified. No
contingency plan has been established for all 211 systems (sce Executive Summary at
Exhibit T

3. Guam Police Department {GED)

GPD is currently taking action in upgrading its computer systems. The payroll operating
system and administrative services database are Y2K compliant through the General
Accounting (QfTice’s refercnce Website. However management is of the opinion that
financial constraints prevent the 911 operating system from being Y2K compliant .



The 911 emergency line for GPD is currently inoperable and has not been repaired due to
procurement contract problems. The only established contingency plan, as staled by its
MIS manager, is 10 run its operations manually (sec Executive Summary at Exhibit EL).

[[l. TRANSPORTATION

This basic concern of this subject area 1s travel salely. The departments addressed were
Guam Internalional Airport Authority, Guam Mass Transit Authority, Depariment of
Public Works and Port Authorty of Guam.

I. Guam [nternational Airport Authority (GLAA)

GIAA is the gateway to where “America’s Day Begins!™ It 1s the connecting point o the
Western United Stales for many Asian countries (GlAA has been addressing the Year
2000 issues as it affects s operations and services. Both the Federal Acronautics
Aviation (FAA) and Department of Transportation (DOT) have been assessing and
testing all eritical and non-crittcal devices employed. They have been addressing these
concerns singe 1998 Overall. GIAA’s systems meet Federal requirtements since both the
FAA and 1307 have taken a proactve role in s operatton, No contingency plans have
been wdentified (sce memorandum at Exhibit 1),

T Guam Mass Transit Authority (GMTA)

According 10 the MIS Manager of GMTA, all 1ssucs pertaining to Y2K certification are
being addressed at the present lime. Despite GMTA not viewed as a critical systems
provider, they stil] provide public transportation. Their radio services ta buses are Y2K
compliant. The only factor of concern is that the Public Transit Computer Svstems are
not Y2K compliant due 1o outdated hardware equipment. The contingency plan 15 to have
budgeted monies available tor purchases of compliant hardware systems under the
emergency procurement program if in fact an emergency sitluation is declared (see
memorandum at Exhibit ).

3. Department of Public Works {DPW)

The major critical area of DPW tocuses on the operation of traffic lights According to
the Llectronic Technician Supervisors, they have stated that 20% of the traftic lights are
Y2K complaint Presently DPW has a contract proposal that addresses the concern,
however, management has not proceeded with an award. The contingency plan is to
basically remove the computer chip and any related intricate parts from the traffic light
and let it operate manually. No timeframe was mentioned



4 Part Authority of (zuam

According to the Systems Manager, Port Authonty of Guam will be Y2ZK compliant
because of a new contractual agreement (signed on January 26, 1999) that addresses the
concerns. It is anticipated to be compliant and federally certified on or before of April 15,
FH% which aiso includes the centification. The full implementation deadline will be
October of 1999, In case of a declared emcrgency, the cstablished contingency plan
would be 1o use Government of Guam’s procurement procedures to acquire compliant
systens.

1V, FINANCE

In any established institution, whether government or private operation, monetary tunds
are a basic necessity tor operations. The Government of Guam relies on departments such
as the Guam Tinance Commission, Bureau of Budgel & Management Research,
Department of Administration, Government ot Guani’s Credit Union and Department of
Revenue & Tasation It also depends upon the private financial institutions in the
community at which the government accounts are located and through which revenues
and lederal grants pass through

i Guam Finance Commissiogn

Prior 1o the greation of the Y2K Council. the very heart of addressing the Year 2000
compliance issues rested within this agency and its subsidiary, the Bureau of Information
Technology. The ¥2K Council along with the Guam Finance Commission are key plaver
in insuring that Guam as a whole 1s in eomphance. Due to their level ot importance. the
agency itself must be and 15 Y2K complaint. Thetr assessment and tests were provided by
the Burcaw of Information Technology and is said to meet federal standards.

2 Department of Administration (DHOA)

DOA mainiains the payroll system that processes the salaries of approximately ten
thousand government employees. According 1o DXOA's data processing manager. the
payroll system is Y2K compliant. They meet the cerification standards according to
International Business Machines (IBM) which also addresses the federal requirements.
The only loophole within the system is that the personnel record database 15 non-Y2K
compliant Its is, however, properly supported by hard copies of all documents.

0



3 Burcau of Budpet & Management Research (BEMR)

BBMR serves as the support statt of the Governor tor tinancial deciston making. In this
highly regarded department, the Bureau 1s in the test mode for addressing the Basic
Operating System {BIOS) in order to be Y2K compliant. The estimated date for BBMR
to be compliant will be March of 1999 There is no contingency plan because all of the
finaneial records and transactions are supported by hard copies of documentation.

4. Department of Revenue & Taxation (DR

DR plays a major role in ihe Hinancial System of the Government of Guam through the
assessnent and collection of revenues from taxes and cenain fees They support the
government through collection and fund transfers in order to allow the government to
financially function However, based upon the analysis of the MIS director, the
department itself is behind schedule with its addressing of the Y2K issue. They lack a
funding scurge to purchase new equipment needed to replace outdated equipment.
Presently, they are trving to complete the upgrade of desktop computers The estimated
timeframe 15 October of 1999,

5 Government of Guam Credit Lnion

The Government of Guam Credit Union has been addressing the Year 2000 Comphance
since the early part of 1998 They have taken measures by the use of internet websites to
address the 1ssues of Y2K. Their next procedure is to meel the criteria and address the
federal requirements The Government of Guam Credit Union has had the assistance of
the Federal Credit Bureau who is on hand (o address the issues and make the necessary
corrections {if any}. Their contingency plan involves the processing of all transactions
manually (sce memorandum at Exhibit K},

[V, MILITARY INSTITUTIONS

1. Department of Military Affairs / Guam Natienal Guard

The Department of Military Alfairs (Guam National Guard) 15 one of the agencies that

has been addressing the Year 2000 issues aggressively. According to the Director of
Intormation Management, Major Mark Calvo, the department is currently testing all
programs and svstems in order to be Y2K compliant. Major Calvo stated that they are
outsourcing from local vendors and obtaming Federal assistance to address all of their
systems in order that they all meet the federal requirements, however, they will not be
fully compliant before year 2000 “Not everything witl be ready We must use the micro-
management appreach. The contingency plan s, “to have assurance that we will work
{referring to the operations) and develop as we go aleng.” A council has been established



and 15 meeting regularly. The Guam National Guard sponsored a YZK training workshop
and mvited all Government of Guam agencics to participate. Many agencies scnt
representatives to the National Guard Bureau sponsored imstruction, which lasted two
davs.

¥, EDUCATIONAL INSTITUTIONS

Education has played an imponant rele on the island of Guam. With knowledge and
aspiration, it is the foundation of our success and future. In addressing the Y2K 1ssues.
the learning institutions such as University of Guam, Guam Communily College and
Department of Education are near complete In addressing the Year 2000 computing
probletn,

1 University of Guam (UOG)

UQG bears the distinetion of being tutly Year 2000 compliant. Tt claims it addressed all
of Y2K issucs two vears ago. The programs, both hardware and soflware, have been
assessed and certificd by thew associated wvendor. They have met all the federal
requiremments through the approval of the US. Department of Bducation In addition to
meeting all its requirements, UOG also implemented a contingency plan in which 1s to
run all student services manually. This also includes supported documentation ta justity
all of the student transactions

2 Guam Community College (GCC}

Unlike UOG s timetrame in tesolving thetr Y2K mssues, GCC has just recently addressed
theirs. According to the MIS Department chairperson, their computer division consist of
Central Office /Student Division and Administrative Section. Both of these sections are
currently below the Y2K standards. The MIS department chairperson states that due to
the lack of funds, i is difficult to purchase computer upgrades. Theretore not all
computers mect the Y2K requitement, There was no mention of a contingency plan

3 Department of Education (DOE)

Overali. DOE 1s approximately cighty percent (80%) Y2K compliant as stated by the
Director of Management Information Systems  According to the MIS Director, the major
critical systems such as tinancial and human services are Y2K compliant. The student
administration hardware and the library system, however, are not Y2K compliant. The
vendor, who created both systems, is taking corrective action. They did not have a
contingency plan because of assurances trom their vendor, who has provided a guarantec
on its actual performance There is, however, 4 manual record estabhished for the library
hooks™ log out procedures.



VI, LEGISLATURE

The Twenty-Fifth (25") Guam Legislature is currently addressing the Y2K issues.
According to the Management Information Systems Supervisor, the central oftice, which
maintains their administrative systems, is Y2K compliant. They use internet websites as a
basis for their certification procedures. The senators” workplaces, however, are not Y2K
compliant. As of February 10, 1999, the MIS Supervisor 1s currently addressing the
problem through the development of a contingency plan {see Executive Summary at
Exhibit I.)

VI JUDICIARY

The Judiciary (Supreme Court and Superior Coutt) has addressed the Year 2000
compliance issues since November 10, 1998, They have entered into a contractual
agrecment with a vendor (o correct all the issues of Y2ZK. This includes all “methodology,
solutions for defining, resolving, testing, and remediation of Y2K problems ™  Also, 1if
any solution fails, the vendor will rectily and take corrective measures at no cost. In the
area of contingency plans, the courts are claim they are addressing the situation,

VIIL STATISTICS

Statisties are crucial to the Government of Guam's database records Acccss to historical,
personnel and other related data are needed by all three branches of the government,
Three agencies (that maintain important statistics are the Department of’ Administration,
the Department of Public Health and Social Services and the Civil Service Commission.

l. Department of Administration (DOA)

Overall, DOA™s personnel records, as stated by the Data Processing Manager, are not in
compliance with Year 2000 issues. The only supporting evidence are the hard {ile copies
lor each government employee. They do not have the proper hardware 1o support the
program itselt Unlike the payroll system which has a contingency plan. this program
does not. Currently, no contingency plan exists and it is unclear if hardcopy
documentation 1s available.



2 Civil Service Commission

This agency is untgue in the sense that they have been operating manually. All personnel
records exist on hard copy. There 1s no computer usage for the maintenance of statistical
data. Therctore, it will not altect any Year 2000 1ssue.

3. Department of Public Health & Social Services (DPHHS)

DPPHS is very similar with the Civil Service Comnission in that their operating systemn
15 strictly manual, They have a stand-alone computer but basically it 1s for data input and
storage of statistical data Maintenance and processing of data s done manuaily.



ASSESSMENT FINDINGS & RECOMMENDATIONS

Finding 1. Centralized Guidelines

The¥Y2K issue is a far-reaching problem tor all of the Government of Guam We applaud
the Exceutive Branch lor taking ihe intiative to issue the May 21, 1998 Memorandum
which brought the light the Government’s centralized coordinated eftort to address the
issue.  We noted. however, based upon our interviews with MIS ofticials {rom the
various departments and agencies that from the pertod between May 21, 1998 to
December 4, 1998, the date Executive Order 98-31was 1ssued, there was a lack of
centralized guidance ta direct MIS officials in addressing Y2K tssucs  As a result (1)
MIS offictals approached the issue individually and at a varied pace; (2) the types of
corrective actions designed to address the 1ssue were inconsistent possibly resulting in the
inability of some deparimenis and agencies ta comply before the armival of the year 2006

Recommendation

We recommend that the newly appointed Y2ZK Council (created through Executive Order
YE-31) convey to all departments and agencies Lheir presence in order that a centrahized
coordinated eMlon exists for the Government of Guam. One of their first immediate tasks
should be to conduct an assessment of their own to determine where each department and
agency 1s in terms of addressing Y2K  Validation of agency claims and states is absent.
Because of the varied pace taken by the ditferent depariments and apencies, timelines
need to be developed and entorced by the Counctl  Furthermiore, the Council should
develop a standard [(or corrective actions needed to resolve the Y2K issue Those
corrective actions should meet the requirements established by the {seneral Accounting
Ofttice and other relevant Federal guidelines.

Finding 2. Contingency Planning are Needed

With the arrival of the vear 2000 being only ten months, the possibility exists that not all
systems in the Government of Guam will be able to comply with Y2K. In the event of
non-compliance, contingency plans need to be developed sa that services and operations
are not affected. Based on cur interviews with MIS officials, we nowed that not all
departments and agencies have developed contingency plans.

1%



Recommendation

We recommend that the Council require all departments and agencies to implement
contingency plans  We also recommend that the Council evaluates these pians 1o ensure
that service and operalions are not interrupted. Every employee needs 1o be made aware
of the Y2K issue and be encouraged to think about how it may elfect every aspect ol the
work and personal life that computers and embedded computer chips now play.

Finding 3. Inadeguate Funding

We noted, based upon the interviews, that departments and agencies were of the opinion
that sufficient funds were not available 1o adequately address Y2K 1ssues. As a result,
etforts 1o address Y2K issues were placed in abeyance by many agencies

Recommendation

We recommend that the Council, in conjunction with their assessment of the departments
and agencies, determine ([ a lack of tunds represent valid reasoming for placing elTorts i
abeyance. I it is determined that additional funds are required, a comprehensive total
should be determined and addressed by the Council. Federal funding may be possible it
local revenues are insutticient. Through the Oftice of Insular Affairs. the US
Department of the Interior has made Hmited funding available through a technical
assistance erant tor atl insular arcas.
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TERRITORY OF

(671) 472-7949 o (671)472-7950

ROBERT G.P. CRUZ
PUBLIC AUDITOR

The Honorable Carl T.C. Gutierresz
Gavernor of Guam

Office of the Governor

F.0. Box 2550

Hagatna, Guarnl Re:

96932

Dear Governor Gutierrez:

November 12,

Py & P

OFFICE OF THE PUBLIC AUDITOR

GUAM

Suite 706, GCIC Building
414 West Soledad Avenue, Agana, Guam Sa%0

Fax (671)472-7951

1398

vear 2000 Computing
Problem Assessment

far-reaching impact of the Year 2000
federal, State. and local governoment
alved in assessing remediation
efforts. Cur office will be conducting & review of the
progress that the Government of Guam is naking towards
identifying znd correctlng any deficiercles that nmay exicst.

one of our priorities of work this fiscal year will
be to do an assessnent of the effeorts to date. We are aware
that there has been a Year 2000 (YZK) Connittee established
and that vour Bureau of Information Technalogy and the Guan

National Guard have taken the

the problem.
We intend
three branches of goveransant.

Because of the

Computing Problen,
auditors are becoming inv

o conplete an ascessment of the work of all
with & gozl of providirg an
ress and making recoi-

iead in helping agencies address

chiective assessnent of relative pIrog
mendations on what further actions

thirteen months reaaining pefore the

crisis is determined.
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sponsored by the DRepar
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ing Sffice O whicn federal.
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Mr. AL Ergulza,
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we anticipate thet
agencies of the Execu
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the coopercticon of a-l a5encles and
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it will Deg
vjve branch,

Sincerely.

Speaker EOBERT G.P.
Presiding Judge
Pat Cabrera, BIT

col

ted in the
tmert of Military
sponscred

rhe Gal conference proceedinsg

4 sernior auditor o
neeting and will
in on Nowveaber 23,
and continue with the Judiciary
ate the a
Technoleogy,
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ougnt to be taken 1In the
fuli impact of this

september workshop

sffairs, and 1n a

by the Gereral Account-
tocal government audllors
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n our office attenced
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carduct the assessnent.
1498 with

ceistance given to us by

and look forward to

55 tnat the information we
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cpax vour essistance in making
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TERRITORY OF GUAM
OFFICE OF THE GOVERMOA
Acaria, GuaM SE6910
U5 A

EXECUTIVE ORDER NO. 95-31

RELATIVE TCQ CREATING A YEAR 2000 COUNCIL
(COUNCILY AND TQ DESIGNATE THE "COUNCIL" A5
THE LEAD QRGANIZATION TO ASSESS POTENTIAL
THREATS, TO DEVELOP AND IMPLEMENT PROGRAMS
AND FLANS AND TO FRIORITIZE THE GOVERNMENT
OF GUAM'S RESPONSES, IN COOPERATION WITH THE
PRIVATE SECTOR, TC THE YEAR 2000 FROBLEM.

WHEREAS, many computer programs and date sensitive autemation system
used only two digits to designate years {ie. "97" instead of "1997"); and

WHEREAS, this practice poses a serious challenge as the year "99" is followed by
the year "00" because computers and their programs that are not updated to become
"Year 2000 compHant” will read "00" instead of "2000", "01" as "1901"; and

WHEREAS, our entire community ran expect to be afiected by YIK disruptions
the same as any ather community throughout the world; and

WHEREAS, the extent of the impact is difficu]t, if not impossible, to predict and
rnay have short term to long term eftects on our comununity as well as the quality of
pur lives and the island economy; and

WHEKEAS, the Y2K problem has the potential to disrupt our daily activities,
temzporarily disabie critical government services and infrastructure; and

WHEREAS, any disruption in the government’s activities and vital services
will lead to a disruption of private commercial activities thereby impacting ali
consumers and residents of Guam in general; and

WHEREAS, it is this Administration's goal that the government of Guam and
the prople of Guam will be ready to meet the technological and global challenges of
the next millernium which begins in the Year Z000; and

WHEREAS, the Y2K issue §s a significant factor in preparing to enter and meet
the challenges of the next millennium;

NOW, THEREFORE, [, CARL T. C. GUTIERREZ, 1 Maga'lahen Guahan,
Governor of Guam, by virtue of the authority vested in me by the Organic Act of

Guam, as amended, do order

1. Creation, chairs, and membership of Year 2000 Council. A Year 2000
rourcil i created, comprised of Eleven (11) members, fvine (9) of whom
shall be appointed by the Governor; One (1) of whom shall be a member
representing the Judicial Branch, nominated by the head of that branch
ang appointed by the Governar and One (1) of whom shall be a member
representing the Legislative Branch, nominated by the Speaker and
appointed by the Governor.

A Chair and Co-Chair/Technical Advisor and shall be appointed by the
Goverror from ameng the members. The Chair and Co-Chair/Technical
Adviser shall ensure thar the cobjectives, responsibilities, requirements,
ani scope of authority of the Council and mandates in this Executive
Order are accomplished to the fullest extent possible. In addition, the




Executlye Ovder No. 98-31 P I i

Year 2000 Councl] L? a7
Pags -2-
Chair shall have the authority ta appoint Subcommittee Chairs, from
among the members of the Council, to coordinate the following
" activities:

a) private sector and community assessment, planning,
implementation, coordination, and education.

b government of Guam training, assessment, planning, and
implementation,

2. Responsibilities of the Council. The Council is responsible to:

a) identify, 1o the greatest extent possible, all risks to public and
private activities from the Y2K problem;

b) evaluate and assess the potential and impact of these risks;

c) develop and implement risk monitoring procedures;

dl idertify all necessary acton required and subsequently implement
all programs designed to eliminate as many risks, as possible, in
advance;

) identify and implement programs to minimize the impact of these
risks should they materialize;

f) prepare a conbngency plan to accomplish the following;

i) rinimize the damage and the adverse financial impact to
the government of Guam, lo the private industry or the
pommunity, in general. from unresolved Y2ZK problems;

iiy  minimize the damage to all public and private
infrastructuee from unresolved Y2K problems;

aptimize all recovery efforts in order to quickly recover
fram unresolved or unrepaired YZK problems;

reduce or eliminate potential litigation risks against the
government of Guam, its agendes of instrumentalities;

v coordinate all ¥Y2K activities and their status with other
governments and political entities;

provide to the public all infarmation on the status of the
Council's efforts, their activities and all other information
deemed necessary to fully inform concerned dtizens of Y2K

problems.

wil

SIGNED AND PROMULGATED at Hagatfia, Guam this 4th day of December, 1958.

W

CARL T. C. GUTIERREZ
I Maga"lahen Guihan
Governar of Guam

Segunda na Magalahen Guihan
Lieutenant Govermor of Guam
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A Guam Memorial Hospital Authority XS
o Aturidat Espetat Mimuriat Guahan XL
R AR50 GOV, CAALDS CAMACTHD ROAD

QKA. TARMUNING, (GUAM F5311
TEL: 647-2444 or 647-2330
FAX: [671) 643.0145

January 26, 1999

Al Erguiza

Senigr Accountant

Office of the Public Auditor
Building 207, K Street, Tivan Guam

Mr. Ergulza,

Om December 7. 199%, during a meeting with you and the Guam Memorial Hospital
Authority's technical staft, you requested for the Hospital's status on its efforts with the
Year 2000 problem.  Accordingly, the attached provides you with the Guam Memorial
Hospita} Authority's Year 2000 Compliance Fact Sheet and Year 2000 Compliance —

Timeline.

To summarize the Guam Memorial Hospital Authority’s Year 2000 status, [ am happy to
sav that 70% of all the Information Systems Hardware, Software, Operating Systems,
Apolications, Data and Interfaces with internal and external svstems are Year 2000
Ready and 95% of all the Bio-Medical (Life Support) Equipment and Devices are Year
2000 Ready. By the end of May 1999 the remaining 30% of all the Information Systems
Hardware, Software, Operating Systems, Applications. Data and Inzerfaces will be Year
2000 ready and by the end of July 1999 the remaining 3% of ali Bio-Medical (Life
Support) Equipment and Devices will be Year 2000 Ready. All other Facility Support
devices such as Etevators, Alarm Systems, Electrical Systems. Generators, Cooling
Systems, Commumcation Systems and Heating Systens are all Year 2000 Ready with
the exception of the 9L1/EMS system. The 91 1/EMS system will be replaced
GOVGUAM wide by the new SmartNel system by end of September 1999 and s being
coordinated by the Civil Defense and the Fire Departments.

If you have any questions please contact me at the numbers Jisted below. Thank you
Sincerely,

o Al £l o
é\'-ﬁE QUICHOCH%

15 MANAGER
Tel 647-2207
Fax- 649-3508

Tr
T
o

COMVMONWEALTH NOW!
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GUAM WATERWORKS AUTHORITY

GOVERNMENT OF GUAM
P.O. Box 3010, Agana, Guam 96932
Tel: (671) 647-7810 Fax: (671} 649-0367

January 5, 1999

TQ:  Aristedes V. Erguiza
Auditor [1
Oftice of the Public Auditor
P O Box 23667
GMF, Barrigada Guam 96921

RE: STATUS REPORT
YEAR 2000 COMPLIANCE

Dear Mr. Erguiza
A5 per vour visit i response Lo yous inquiries, Guam Waterworks Data Processing

Division would like to extend its status repert on the YK compliance issue.

Unfortunately, Guam Waterworks Authority’s existing System 36 unit is not Y2K
compliant. In acknowledgment of this situation, we arc in the process of upgrading our
existing System 36 unit to the AS400 E Series unit with the use of the JI Edwards
Financial Management Software Suite. This system will definitely solve any issues
concerning the Y2K compliance 1SSues & will eventually progress as our current
networking system for the agency. The anticipated completion date for all software
modules 15 set for summer of 1999,

Ohur RISC 6000 Minicomputer hardware is Y2K compliant and we are upgrading our
software to a newer version 1o meet any Y2K challenges As for our personal computers
most of them are Y2K compliant and we do not anticipatc any problems.

As for our emergency contingency plan we do have a routine daily backup procedure and
should our hardware fail we can tap into other government utility apency to seek
assistance in terms of hardware support

o Waterwarks Authority would like to thank you far your congerns. If you have any
questions oF COMUnEnts please feel free to contact me via phone or fax at the numbers

provided above

Sincerely, /
f/‘;’a‘m -

1 o
JTITIT 3ATIUS

Informatiof Feehnategy Départment
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GUAM POWER AUTHORITY

ATURIDAT LEKTRESEDAT GUAMHAN
PO ROX 2077 « AGANA, GUAM U8 A 96910-2877

February 8. 1999

Mr. Aristedes V. Erguiza

Aarditor il
QOffice of tha Public Aud.or

Governmeant of Guam
P.O. box 23567
GMF, Barmigada 88521

Dear Mr. Erguiza:

This is in response to your inguiry on Guam Power Authority’s preparedness for the Year 2000 (Y2K).

|~ reference to our Main computer system, we are currently migrating from our IBM ESS000 mainframe
compuzer Lo the IBM AS/400 model 620 that is certified to be Y2K compliant  Addtionally, we are
currently involved in a major Financial Management System implementation proect  This entails
implementing a sute of JDEdwards sofiware applications to replace all of our legacy systems.
JDEdwards is Y2K compiant. Our targe: date for completion is May 1898

Ve are currently evaluaing and testing our Personal Computers and networks throughout the agency.

Furtnermore, we are CaTently seexing a frm experienced in utilities to assist in the evauation, testing,
and certification of cu- Generatian and Transmission/Distribution areas. \We hope to have a contract by
tne end of March. Our FY99 Budget does include funds for this purpose.

Our agancy is very muzh aware of the importance of this matter and will make every effort o become
Y2K compliant As in other companies, the 'mission critical’ concems are given top priarity with focus
on contingency plans. Once we outsource these services, we should have more informaton with

completion dates

If you requ e mare infarmation on this subject, you may call Ms. Mary Taitague, our Computer Services
nanager, at{671) 647-5780/81.

Sincerely.

c S, UNRPINGCO
General Manager

co Mary Tatague
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€24 MNorh Manne Dnve, Tamuning, Guam 96311

June §, 1998

Willtam Howden

Common Carrier Bureau
Network Services Division
2000 M Street, N.W., Room 235
VWashington, D.C. 20554

Dear Mr. Howden,

This is in response to your request for information concerning our efforts to prevent Year
2000 computer system failures. GTA has been working to identify potential problems
associated with the Year 2000 for some time now and has established a timeline o
remedy these probiems, Early this year, GTA replaced all old Personal Computers with
new PCs which are Year 2000 Compliant. We have scheduled to upgrade our AS/400
Computer System by September of this year and Switching Equipment by the end of this
year to bring these systems to Year 2000 Compliance. Software Upgrades for
applications on our AS/40( are scheduled to start upon completion of the AS/400 upgrade
and will be Year 2000 Compliant by September 30, 1999

We hape the attached responses provide you with enough information te help you better
undersiand the threat posed by the Year 2000 problem to the nations’ telecommunications
infrasiructure. Should you require additional information, please feel free to contact me.

VINCENT P. ARRIOLA
Interim General Manager

Antachment

cC: Chief Engineer
Finance Manager
Data Processing Manager

o
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Guam Civil Defense Office
Year 2000 Contingency Plan
Status Report
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Guam Civil Defense Office
Year 2000 Contingency Plan
Fhase 2 - Assessment

A comprehensive internal examination of the Civil Drefense / Guam Emergency Senvices Office
systems, applications, processes, services. equipmer: and infrasrructure reveal the following:

Tnformation Technology Infrastructure
. Hardware {109 Penzum 168 PO Workstations faled 1980 date test Passed
1 other dare ard bios tests
{37 Peouum 11 233 PC Workstations passed all date and bios tests

(13 Dt Poveerkdee 27300 WebSeiver passed all date and bios tests

(13 IBM 6011 Network Processor Roater i3 oot Y2K compliant,

(13 IBN 23-6839 Router Muodem s not YIK complhan:

(1% AT I\Ln[m.\ DraSiaet Add Drop Device s not Y2K
comiiani

{28 Cries Concentratar Hubaz are rot Y2K complaint

. Loczl Area Setwork

. Operating Svatem (P Wind o N s not V2K complaint

PO Saltware S Application Sy *als:m\'
"

. PCSoflwiare, U3 MhoroseT Oftice 9713 YIK coimpliant
. PC Ooerating Syatem (037 Wintdow s 98 Operating Systems are Y2R compliant
’ Apcboations Sysrems (DOATAS 408G Applioaton Syvstens are not YIK compoamt

VO ANE O Compreter Aaded Mamacemieor of BFmorgenzy Operationg

o Y IR connpiivias

Non-1T Infrastrocture
. Communiraiions P05 el bones Varzemail are not V2K conplain
i3y WWiseless Communications Dovices are not Y2K complant.
(2 Wideo Conterensing Devices are not ¥ IR comp, Hant
che Fos Maching s nat VIR compliant
b Telewsians are rot Y2IR conplaint

. Boding Servizes Che A Conditioning Susten s not YIR comphant
vl bl cal .‘:)a.e.n L5 ot Y 2R comipian:
v Fure Alar Svstemis sot VIR complan

do
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Year 2000 Contineency Plun
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Cruanm Civil Defense Office
Yoear 2000 Contingencey IPlan

Phase 1 - Computer [nventory
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Guam Civil Defense Office
Year 2000 Contingency Plan
Phase 2 - Assessnient

Process Control Systems & Equipment

. Optical Scanners’ (13 HI* Full Page Scaaner i3 not Y2K compliant.
Radios (5) Motorala Handheld Radios are not Y2K compliant.

. Papers (107 Motorola Pagers are not Y2K compliant,

- Reszarch & Devalopment

(11 Diagnostic Svstems are not YIK compliant.
(73 Finhedded Systens are not Y 2K complian:
("3 Flectrenic Systems are not Y2K complian
(F3 Imocessors Systems are not Y 2K complaimt

Other Arvea’s
’ Lotilities: (37 Poser, Water and Telephone are not Y2 compliang

Disastei Recoven Plan Not YVIK complian:

. Rackup and Resrore Systems and Procedures. Not 2K compliant



Wond 04 VAN

5
Guam Civil Defense Office

Year 2000 Contingency Plan
Phase 3 - Correction

Reques: for Compliance Cestifications 7 Venfications from Vendor's and Busiress partners

Information Techuology Infrastructure
. Hardware Uparade {10} Pentium 166 PC Workstations to meet full YZE
compliancs

: Local Area Netwerh Purchass and Replace the follewing with Y 2K compliant units.
Py TRA 6411 Network Processor Rouater is not V2K compliant
(13 1BM 23-6839 Router Modem 1s not Y2R comphiant,
(1) ADC Kentrox DataSmart Add Drop Device s not Y2K
ComRLant

(1) Cnet Concentratar Hubs are not Y2R complaint,
. Operating Svate Purchase Windows NT4 Y2K Patch Software ror complanie.

P Soltware S Application Systems

: BC Sufimere Connplan:
. PO Operatmg Svater Compaonn
. Applications Systems Pondiog Dept of Administraien Y 2K Complance Verfivaion

(DAY AS 200 Application Systers are nol 72k complaing

Outain Y IR Upgarade Version fran Hazmat lestiouze

(CANMEC Camnunen Aided Management of Tmeraeasy Operatons
pon IR complant

Non-I'T Infrastrucrure

: Comnmunicarine Puschizae . Renlase the tollowig with Y2R conplant units
[15] '['e!—*;"-*.n.1c~ Yiorcemail are not Y 2R compiant
(57 Vierstzss Communications Devices are nat YIR comphan:
[y Vples Conferensing Devices ore nat 3 2K comphant
(1) Faw Machine s not Y2ZK complian
(41 Telzvisions are not YIR compiain

’ Butlding Services Porchazs Repiace the tallowing wah YIR eoamylaing umits
(17 Acr Canditionimg Systemis nat Y 2R comylan:
(17 Eleciizal Svsten s not YV 2K comphar:
(1) Foe Alaes Systemois not Y2R comphan

fa
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Guam Civil Defense Office

Year 2000 Contingency Plan
Phase 3 - Correction

Process Control Systems & Equipment
Purchase / Replace the followirg with Y2K complaint units.

‘ Opucal Scanners: {1} 1P Full Page Scanner is not YK compliant.
. Radios: {5) Motorala Handheld Radios are not Y2K compliant.
. Pagers {10} Muotorola Pagers are not Y2K compliant

Reszarch & Development
L1y Diavnosng Svatems are not Y 2K compliant

(" Embedded Svaems are not Y2K complian:
17y Electroaic Sveems are not Y2K compliant
() Processors Svstems are not Y 2K complaint,

Other Area’s
Pending Utilities Y2K Compliarce Conversion and Certification

’ [BHITHES i3y PPowe . Water and Telephane are not Y 2R compiant

[¥saster Recovery P dor Y IR complians

Backup and Restore Sustems and Procedires Not Y2R compliant.
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Guam Civil Defense Office

Year 2000 Contingency Plan
Phase 4 - Testing

While some himited testing mav have been dongr the assessment phase, all critical svstems
a3 well as those which have been modifed during the assessment phase must be moditied during the
carrection phase and must be propesly tested. A well conzeived test plan must address the not oniy
verifeation that the changes made during the correction phase have not introduced other problems,
but that tiiere witl not be any problams when the actual century change occurs. To this end, there
shauld be a Yeur 2000 test plan for application packazes. A sundar type of checklist would be
needad for infrastucture cnanges and prozess control changes. The purpose of this testing is to
ensare that the problem has beon acdresses properdy and that we have not overlooked anvthing,
While testing cannot easure that na problems exist, a well conceived test plan can help us ensure thay
we have taher proper diigence in determiniag whether our system will wark carrectly

Mhase 4 - Testing Pian

. Regression Testing

. Time-Dimensional Testing

. Hardware Modifications

. Infrasirugtare Chanuees

. Precess Control Changes

. Vendor Cevtification © Nenmation
. DOA Apalicanons Assurance

. YR Dacument Contial
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Since the enactment of Public Law 23-77 to establish and designate the Guam Fire
Deparimznt as the lead agency for the admunstranon of the sland’s Emergency 11
Communications Systam, it has been the endeavour of the department to sustain, operate,
and mainain 2 viazle systent. The Guam Fire Department in its continuing effart 1o ensure
the quality of service (o the community, basidentified that the obsoleteness of the existing
systerm poses a high degree of uncertainty of continued senvice and mus: be replaced. In
addition, since PL-23-77 was enacted it is the Guam Fire Department’s mandated
requirement to submit to the Guam Legislature its budget and recommendations for tne
Emergency 911 Communications to be self sustaining.

The FY 97 buclasr was not submitted as required due to adminstratve time frames
and oiher reguirements entailing ihe creation ef "Emecgzency Medical Dispateher” positions
which necessitated the creazion aspect by the Department of Administration (DOA) and the
ratitication aspest by the Civil Service Commussion (CSC)  The Emergency Medicat
Dispatcher (EMDY position was approved in January 1998,

I he departingnt is prepared to tmplement the hiring of certified Eimergency Medical
Dispatchers These EAMD s wit repiace unifarmed Firedghters cerrently assigned tobe “call
Lakers™ for the presan systens Along wetivehis, in arder to render full support to the entire
department and specificaly the Emergency @11/ Communications system, we itend to
implertent the Jepartment’s Management Informations System Section (MIS5). The MISS
shall serve a crucial and much noeded service to fuliy bang the Guam Tire Department into
the 21" cenrury Total departmiental automarion can be achieved by the Year 2002

Witk tota! automatan, the Guam Fire Department's  Integrated Emergency
Communications Svstem (JECMSY we will have capabiliuss enhancing ard up-grading into
the “SmanNet” Group, Global Positioning System {GPS), and the loca, Geographical
Information System (GISY integration thereby enhancing, supporting, and tremendousiy
improving present and fature programs for instance: GED’s Emergency Medicai Services
(EMS) medical telemetry capabiinies, Search & Rescue (SAR}), Fire Suppression, and Fire
Prevention operanons.

The Guam Fire Department i consonance with the Emergency Operaions Center,
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Oftice of Civil Defense and the Guam Police Department are currently seeking primarily
federal grant money to effectuate the construction of a state-of-the-art technologically
advanced Emergency Communications Building. This building along wizh accompanying
equipment is estimated to cost abaut two million dollars. Onee built, 1t will be the new home

of the truly enhanced 911 system inclusive of Police and Fure Dispatciwes under one roof.

This proposal, on the outset given our economic posture, may look toc aggressive

However, if no action is taken now, when do we begin.

Your utmost consideration and action is greatly appreciated.
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January 19, 1599

MEMORANDUM

To: lvan C. Quinata, PE
Chief Enginear

From Danny C. Cepeda
Systems Programmer

Subject. Status report on the Year 2000 (Y2K)

A status of alt terminal systems and the Lacal Area Network (LAN).

Security Accass Control Systems (SACS)
By the end of February 1999 we should be y2k compliant.

Flight Information Display System/Baggage Information Display System

(FIDS/BIDS)
Oartial testing has been completed and by the end of February we should

nas all testing completed and be y2k comphant.

Building Automation System (BAS)
Assessment has been compieted and pending upgrade guoate from

contrackor.

Airfield Lighting Systems
Entire system being upgrade as per project #96-12-2. Testing and y2k

compliance has been required in the project specification.

Ford Audio Paging dystem
Assessment has been completed, gquole received and pending approval
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Simplex Fire Alarm System
Assessment has been completed, pending upgrade.

Elevators/Escalator System
y2k compliant and pending test.

Parking System
y2k compiiant and pending tesl

Outbound Baggage System
Pending assessment.

Loading bridges system
y2k compliant and pending test

Local Area Network (LAN)
63% of computer workstations and 90% of computer software are

compliant We are working on a fix-it solution to have all 486s systems
compliant and alsc the retworking operating system (NOS) upgraded to
NetWare 5.1. We expact o have the LAN compliant before June 1, 1999.

Accournting
MBA (DOS version) is compliant and we are continuing with the RFP on

the Einancial Managemant System (FMS3).

However assessment for other possible related y2k problems have yet 10 pbegin. For
example the cargo scale, radios/pagersicetlular, intercom, localflong distance/voice-
mail telephone services, chillers, power manitoring system, back-up power generation
system. fuel tank monitoring, vehicle fuel management, runway clgaring equipment,
runway management and hean manitor/defibrillators.

DANNY C. CEFEDA
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U5, Departmant ot Indepentaci fve . S\

of Transpaortation '

Federal Aviation -
Administration

MNovember 23, 1998

Dear Airport Operator: "r’ .

I am writing to provide you with an overview of the FAA's year 2000 (Y2K} efforts and
the status of the FAA-owned equipment located at your airport. My hope is that this
infonmation will facilitate your efforts ta cnsure that the svstems vou own and operate on
vour airpoert are Y 2K compliant prior to January 1, 2000, and will demonsirate FAA's
commitment to successfully meet this challenge.

In March 1998, FAA Administrator, Fane Garvey, created the Y2E Progren: Office,
which reports directly to her to ensure the agency’s success 1n preparning it systems for
the Y2K date change. This office adopted the {ive-step approach, awareness, assessment,
renovation, validation, and implementation, which was developed by the U5 (General
Accounting Office.

The first step, awareness, is ongoing and involves alerting ail organization: within the
agency that the Y 2K problem will impact their operations and thet YZK readiness must
be a top prionity.

Then, in erdar to determine the scope and repair requirement of all svstems, cach system
went through the assessment phase. This phase not only determained 1 a svsters was Y2K
comphant, but aiso helped to estimate the scope of tie repair work, the scale of problems
witlin a systent, znd the level of effort assooated with resolving {he 1ssues Assessmient
of mission critizal systems and non-mission critical systems was compliete o January 31,
1995, and Apnl 15, 1998 respectively.

During the third phase, renovation, spocific changes that were needed to meke a system
Y2K compliant were adentified, executed, and tested. On September 30, 1998, 99 percent
of FAA systems had been renovated with the remaining one percent, e, twa syslems,
scheduled to be renovated by Drcember 31, 1998

The FAA 1s now i the validation phase. This involves testing the “fixes” made to cach
systen, correcung the individual system’s prablem, and enabling it to interest wilh other
svstems, Onee the validation phase 1s complele, we will implement the "{ives” on all
tentical systems in the National Airspace Systern. The final phase, mmlementatan, is
schcduled to ho coneplete for all FAA svstems by June 30, 1999,
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Stnce the agency is still in the validation phase for its svstems, “fixes” have nal been
made to the vast majority of the FAA systems located on individual airports. However,
the FAA is on schedule and remains committed to achieve Y2K compliance of all its
systems no later than June 30, 1999,

I hope this information helps clanify the Y2K compliance status of the FAA systems
located on your zirport. Additional information on the agency's Y 2K effarts can be
accessed on the FAA Y2K Program Office’s website at www. faav2h.com or call them at

202-267-9312. '

1 strongly encourage all airports 1o take a similar five-phase approach to ensure Y2K
readiness of cach of their systerns. Our regional personnel will be in contact with vou to
continue the dialogue on this important challenge 1 am confident that—f we all wosk
together-- we can ensure that the nationad air rangponation sysIEm CARSIIENCEs 4
seamless transition inte the new millennium.

Sincerely,

Susan L. Kurland
Assocrate Administrator
for Alrports



Terminal Systems Y2 Compliancy

System Soltware | Hardware istimate Cost Conuncnts Tested
S -
Pubtic Address (PAS} No [§fs] 550,000,040 Soflwag: Upzrade o ACS aceded, MNa
For ali upgrades, | Hardware: Unprade necded to the following items:
soflwars or ACS motherboard
lardware o also Industrial Rack mwouni compuler
_ include Labaor, RS5422 Inierface Cards, 2 perls
. Travel, Bodging, Mic Stution epram
and Per Diem Ethernet Hub, & port
456 ACS processor cucd
Hard drive card
8 Channel BRI card
Cutbound Bagrpape (OBS) Parkial No S1.0006.00 Saltware: €152 Qperation Post 200015 " IK", Yoy
o ncludiog Soration Program Post 2000 is "Y2R" Yeg
upgrade [or **Testing Needed for he Jollowing:
Dardwore BEM Processing Mo
Flight Editing Na
Crossaver Flighl Schadule No
IRt Diata Mo
Elardware; Mo verificd at tus e, Mo
Inbound Baggapge (IBS) .. ke . Mo nlommation 1o dale. Nuo
farking Lot (P'L3) Tes Y os Statement ol complianey msuod by Phoemix Pacilic, Tne. M
Afrfield Lighting and Control .o e . o infonmalion 1o dule. Y
(ALFL.CS)
Jebway (JWE) e Yoy ik L Sttement &f complivncy ool Ty 777 ~o
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Terminal Systems Y2K Compliancy

System Software | Hardwuare | Estimate Cost Comments Tested
Securily Access Contrdd Mo No Soflwarg: Cenre Syaem L Plus most e upgraded. Yk Mo
(SACE) 5 must also be upgraded. Sensoomatic wll
b Jwmllioy the Bl upgrading toonclude
work done by Dhpgital for Vax O3S uperades.
Hardware: Na dita received an upgrades needed.
Flight/Bagpage Infarmalion Conditional Yes 35,000.00 Software:; System was esled and cenified on Aup 29, Yoy
and Display (FIDS/BIDS) 1998 Sor transition from 12735719945 1o
1l Fuether testing necded for leap
YEars.
Hardware: Mo upgrades necded.
Building Automation (BAS)Y Mo Partial 50,00.00 Software; KRS0 musl be uppraded 10 XES sofiware, Mo
(35 must be upprled o Windows NT with
Service Pack 3
Flardwaurg: Cateway/Bus Intertace Unitf W7053 AVLG)
is comdittonally compliant. Recommuend 1o
wprade by Wimndows NT notwarks
Elevatorf/Escalalor Yes Yes ciient af congrlianey sssued by musulaciurer. Mo
Manarement (ENS)
Firc Alarm (FALY) Mo Yes Sl Dpeeraede 1o Roew, 7.0da0d 804 Mo
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Terminal Systems Y2K Compliancy

System Software | Hardware | Estitmate Cost Comments Tested
Bar Cediog (Outbound g i * No infarmation o Jale. No
Baggage)
MUSE No No

Further informution tecded Lo the latest report from Arine.

b
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James [Jim) H. Underwoocd
Guonaral ks sget

m I d Dominie G, Myna
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January 6, 1599

Al Erguiza

Senior Accountant

Office of the Public Auditor
Suite 706, GCIC Building
414 west Soledad Avenue
Agana, Guam %6910

Hafa Adal Mr. Erguiza: ¢ ; /

Per your request to update your office on Guam Mass Transit Authority's efforts
io address the pending Year 2000 impact . I have listed below areas of

concemns for GMTA.
Pledse be aware that our computers are not on a "network™. We can transfer
files from one computer 1o another, butf we don't have a dedicated "server” to

maintain files or software. We have, in a way. stand alone computers.

Hordware - The models and types of compuler hardware for GMTA
varnes from Sony - YASIO to Gateway 2000, Thru Fat Cabrera from Bureau of
Information Technotegy. | was able to gain a COpy of a "check test” disk from
the network manager from Port Authonty. | perfermed the hardware test on
each computer of GMTA's and i amn pleased to say that they passed thry the

vear 2016,

Soltware - For the various types of software that we use ot GMTA |
perodically check on the internat to visit the sites of the computer software

makers. They have been updating the users of their products on the status of
therr efforts to get their products Y 2K compliant.

Website gddress
1. windows 95 - varsion A & B microsoft.com
2. Lotus Smartsuite lIstus.com
3. Wordperfect - Corel version 7.0 coral.com
4. Quickbooks Pro version 4.0 intuit.com

-

95 Tagt C'Bnen Dine - Hagala, Guam $6310 + Teachore: (67 1) 475-GMTA (S582} Facslmite: (3717 4754600 - E-Mail: gmtadins gov.guy



AMTAC 85 BB.E3 FROM CUAM MASS TRAMNSIT ID:/S71475aE@8 - PAGE 275
ExsyBl 7 T

;A o

In terms of critical areas of GMTA operation:

Accounting - is being pracessed under the accounting software
Quickbooks Pro. | am curently visiting the website on
product update. i have forced the date on several reports
generated from quickboaoks and it prints with the date and
coTect data. in terms of our future relaticnship with vendors,
| have sen! letiers to them requesting the status of service

come Jan, 1, 2000,

Payroll - is curently being processed by an oulside vendor, Automated
Professional Systerms which is aready Y2K compliant. They have
completsly replaced their entire computer operation with one that
s Y2K compliant. They have been running dual payroll, that of the
old system and that of the new for the past & months to work aut
any bugs. They will be ready fo produce a payroll on the new
systemn come February 1999, But | did send a letter requesting
status of service come Jan. 2000 for written confrmation.

Human Resources - is curenily being mainigined manuaily.

UHlitles -

Guam Telephona Authority -
sent a letter requesting status of service come Jan. 2000,

IT &E -
sent g letter requesting status of service come Jan. 2000,

Guam Power Authorty -
sent a letter requesting status of service come Jan. 2000.

Guam Waterworks Authonty -
sant a latter requesting status of service come Jan. 2000

Cellylar Phones -
Futuristic Systerns - spoke to Ella Cacayan, Gov't Accounts.
She is requesting @ letter from us se they can provide

us a YZ2K status [etter.
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Banking - We curently utilize the services of Bank of Guam. | spoke 1o Mr, joe
Bradley, Y2K Compliance Qfficer. He relayed 1o rme that the FDIC
has imposed a deadline of June 30, 1999 {o be Y2K compliant.
BOG has been working on this problem since August 1994, Mr.
Bradley estimates that they will be able to do a walk thru of the

new systerm come Apr 1999,

Security Services - | have received a lefter from the company that provides
security services and they have assured us that they are Y2K

compliant.

Bus Operations - Public Transk
The contractor for Public Transit is M's Marketing. | spoke o Pefe

manglong, General Manger, about Y2K, He informed me that he
mas 2 compters that are not Y2K compliant that are used for
maintaining information for M's Marketing. |infarmed him fo
obtain a backup of the hard drives. Upon returning from the
meeling on Jan. 8 with the Y2K committee, | will reigy any useful
informaiion fo him. | have also sent a letter to M's Marketing
requesting their status of service on Jan. 1, 2000.

Bus Operatlons - Paratransht
Have spoken to Noney Gawat. Operations Manager, Goodwill is in

the process of doing an assessment of operations to determine the
impact of Y2K. | have followed up with a lefter which requests their
status of service come Jan 1, 2000.

Fuellng of Buses -
GTMTA is currently receiving fuel for bus operahions thru the Department

Of Administration. They have elected to use Bxon as ther vendor for fuel.
| have been in contact with Mr, Jesus Montellano, Systems Analyst
assigned 1o handle the Y2K problem for Esso Eastern, Inc. He assured me
that the buses will have no problem on January 1, 2000 receiving fuel. He
followed up with a leHer to the same effect.
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Bus Dispotching System -
Has not been iMplemented to date. it is being made a requirement for

this coming renewal of contract services effective 2/99.

Radio services to buses -
In response to Joe Devegao, radio technican for Radio Com {provider of

radio service for both public and paratransit operaiions), he assures me
that their will be no disruption of service on Jon, 1. 2000. | have received
a letter rom RadioCom stating that they are Y2k compliant.

Bus repair & Malntenance -
[ have asked both coniractors of the public transit {M's Marketing} and

paratransit [Goodwill Industries) thal when doing the asessment of ther
operations fo include that of repair and montenance, According to the
confracts. the confractor provides for the repair & maintenance of the

buses and vehicles.

Department ot Transporiation (federal government) -
Per Donna Turdnchill prograrm manager DOT region 9 assigned o GMTA,
they are slill working on getting the dept. up to speed. So as fo prevent
any disruption of receiving future federal grants, she is advising us to
confinue manual drawdown of funds until further notice.

Department of Administration -
In regards conducting future business with DOA, le.. receiving our monthly

atiotment. processing of personnel actions, etC.. | have sent aletter
requesting status of service come Jan. 2000.

Bureau of Budget and Management & Research -
In regaras to conducting future business with BBMR, ie.. keying in of our
meonthiy allotment, | have sent a letter requesting stafus of service come

Jan. 2000.
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In reqards certificating Y2ZK compliance, | have just received today (1/4/99) the
“certification packet” from BIT. ! will be reading ond conducting the tests

Qccordingly.

AS with the rest of the Government of Guam agencies. GMTA is experiencing a
belt tightening processes. In the event that GMTA is not Y2K compllant, plans for
preventing any disruption of business would be contingent upon available

funds. which has not been identified.

we hope this will give an insight as to the steps already being taken by GMTA.

We are open to any and all suggestions and guidance you can impart 1o us.
if you have any questions, please feel free to call Jane Bulante at 475-4682/3 or

fax at 475-4400.

Senseramente,

M

James H. Underwaood
General Monager
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Memorandum

Date: 01/14/89

Tos M Robert Cruz
Office of the Public Auditor

Cci: Lourdes C. Tome, General Manager
Al Erguiza, Senior Auditor

From: Monica L. Pido TRfud0

Assistant General Manager/Y2K Lead
RE: Y¥2K Comgpliance Review

This ‘s 1o contirm and expand on informatien provided in a phone corversation January 12 between
NMr. Al Ergurza and myself regarding our credit union's Y2K complignce.

Eforts toward Y2K compliance began in February 1988 A Y2k Committee was established o
address tne Y2K comphance project. The following summarizes our eHarts 1o date in addressing Y2K

ISEUBE,

A Lantingent Operatonal Plan and Financial Budget were developed February 1998 During the
}:. e { ' -Hyelopment of our pan, the committes assessed our operations and identified all mission critical

ang, ogrLaical sy siems.

in May 1958, we hired consultants from KPMG 1o conduct an mdependent review of the cormmittee
performance, assist i the development of test scripts and test cases, and provide recommendations

for overall praject management.

in Seprember 1958 we subscribed 1o the McGladrey & Pullen Froxy Baselme and Third Party
Intersace Test Pian of our main compater system vendor. These consutants (agents) provide ovarall
revisw and catficabon of tesing of our mamn compuier system. To date, all baseline lests are
complete, and the committee S i the process of validating all resutts.  Testing on thid party
interfaces is or-going and estimated to be compiete by June 1984,

Testing on mission citea! and non-critical systems not identified in the proxy tesl plan is béing
conducted and coordinated in-house. Testing and validation are an-geing for cantinued maintenarce

of compliance.

Correspandence with vendors regarding Y2K compliance is or-gaing.  Communications with our
members will Increase during 1999 to educate and assist our rmembers in preparing far the rollover.

As a fedarally nsured credit union. we &'e reguiated by the Mational Credit Union Admirstration
[NCUAY Al pur Y2K effaris are reponed montnly 1o NCUA, Addtionally, we submit & guarerly call
report on the staws of all critical and noncritica! systems  NCUA has conducted several
exarrinations of our Y2K campliance  MCUA contnues to manitor our efforts 0 ensure we are
compliznt with ali regulalony Ume frames and due diligence requirements.
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Internally, our Baard of Directors deemed the Y2K project as the priority project of the credit union,
aroviding the resaurces for cartinued operations. Qrganizational policies were developed 1o assist in
averall Y2K compliance and continued maintenance of compliance.

In summary, oJr crec! union has taken & pro-active slep in addressing the Y2K issues  We
anticrpatz problems in the rollover. Moreover, we anticipate that many of the efectronic convenisnces
our members enjoy, may nat be operational after the rollover. We have taken steps to address these
“glitches" and remain operational for our members, through the implementation of our operational

conlingencies.

Snioutd you have any other questions or coNcams regarding our credit union's efforts in addressing
Y2K issues, pleass call me at 472-9416 or any of our other committee members at 4778736
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MEMORANDUM

TO: Aristedes V. Ergulza
Aunditar 11
Oifice of the Public Auditor
Government of Guam
Via Facsimile: 477-10

15
FROM: Robert 1.6 Rabago/y '
MIS Coordinator

DATE: Tebruary 10, 1994

SUBJCCT:  Year 2000 Compliance Status

When we Jast met or December 31¢, 1998 regarding the above subject, we were in the
tronsition of closing out the 24 Guam Legislature and preparing for the incorming and
current 234 Guam Lepislature.

Although the Y2K fssue does not have a large impact in the Legislative branch {(We are
an in-house IC & T.AN Based Operating and Application Systemis platform), our MIS
division is focused o1 making sure that our svstems are converted and capable ot
reconnizing the January 1, 20600 and beyond dates.

The MIS section is responsible for supporting our Central Operations, as well as our
Senatorial Oftices. $We have onlyv performed an indtial inventory of our hardware and
software, and scheduled next month to do a small based svstem test on our accounting

section.

n our Central division, most, if not all, of our PC syslems (server & workstations) were
purchased after 1993, and our network operating svstem and accounting package is
Y2K compliant, We are also in the process of having our Senatorial Offices aware of the
Y2K problem by issuing e gencral contingency plan to ensute their services will
continue after the vear 2000,

On top of other projicts we are currently involved with, Y2K is on the top of our
priority List. Piease feel free to call me if vou should have any questions or need more
information.  Thank you.
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